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1 Introduction

SCOM Dolphin Tool that made to help the SCOM admins to do some needed SCOM
activity easily and save the SCOM Admins time.

This document is describing the Tool Modules, how to use it and the Tool versioning.

This document published on August 2017 version 2.0.
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2 Tool History

Release Date ‘ Changes
May 2017 Original release Tool version 1.0.
HSLookDown Tool tab.

Agent Clear Cashe Tool tab.

August 2017 Add Import SCOM 2016 Certificate tab
Release Version 2.0.
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3 Supported Configurations

This Tool requires System Center 2016 — Operations Manager and Windows 2012 R2
or later.

The Tool Test On SCOM 2016 Installed On Windows 2012 R2
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4 Getting Started

The coming sections describe the actions you should take in order to use the tool
without issues.

Notes:

Dolphin Tools has been successfully tested on Windows 2012 R2 and SCOM 2016.
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Tool Main Menu.

This Section Describes the tool main menu.
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“B'# Graphical Interface

1. Inorderto run
the tool, you
need to double-
click to the tool
exe file.

2. You Can receive
the user account
control warring,
click yes “The
tool required to

i Do you want 1o sliow the following program from an
unknown publisher to make changes to this computer?

SCOM Deiphin Tecls v2.0.exe

yes the tool will
run displaying the

Unk
run as NGl s i
administration”.
V' Show detads Yo Neo
LS : 4
3. Once you click
= SCOM Dolphin Tools v2.0 -]

Please Select

tool Main Agent Clear Cache Tool ; (1 ’ ‘
Window. - ‘
HSLockDown Tool (2 b ‘
Import Certificate Tool \ 3 ?
Nwwws Vewsa ©
|+ Notes Version 2.0 contain the following options:

1. For Agent Clear Cashe Tool.
2. For HSLookDown Tool
3. ForImport Certificate Tool.
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Agent Clear Cashe Tool

This Section Describes the tool tab Agent Clear Cashe, the tool only run for the agents.

Graphical Interface

1. Once you click

Message then
click exit.

N7

Agent Clear
J = SCOM Dolphin Toolsv2.o G
Cashe Tool tab,
the tool will T
opened. | agentClear Coche Toc:
HSLookDown Tool
Import Certificate Tool
akaed Moaets €
2. Just Click Clear

Agent Cache.

Agent Clear Cache Toal

Clear Agant Cack 5
L v k.."
Exit
Bl
3. Make Sure that
the tool displayed Agenit Clear Cache Tool
the “Agent Cache ———
| Please wart >
Cleared ! S A Ceon  {The HealthService Status 1 currently Runming
Stoppeg HealthServwce Sernce

SUCCESSfuuy" Ext The HealthService 1 Stopped

CAProgram Fles\Microsoft Monoring Agent\Agent\Health Service State
Folder Deleted

Starting HeakhSerace Service
The HealthService s Running

The Agent Cache Cleared Succe

o




Waleed Mostafa

v

HSLookDown Tool
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This Section Describes the tool tab HSLookDown Tool, the tool only run for the agents.

raphical Interface

1. Once you click

HSLookDown Tool tab, ,

) = SCOM Dolphin Toolsv2.o  HEEH
the tool will opened.
Please Sebeat
| agent Clear Cache Tool |
HSLeekDown Tool
7
Import Certificate Tool -

2. Once the tool started it HSLaak Down Taal

will display the current HolookDown Tod Fourd

state of the : " :E —_—

HT ALUTHORITY Suthenticated

Allowed/Denied "

account/s and the

default account to be

Allowed/Denied/Remov

eis"NT

AUTHORITY\SYSTEM“’ Phease Enter Account @ |"HT AUTHORITYSYSTEM®

you can change using

the same format. Ahorw Pocess Dery fccess | | Remove From AT | | ok _ =]
3. You will be able to Allow

Access by click @ then HSLook Down Tool

Apply; Or you can click FSloaDom Tod fard

Deny &/ Remove &) ety -}

then click apply. D o Thess

Phease Enber Account @ |"NT AUTHORITY\ S YSTEM™
L Dy Accesse: Remevwe From AT Fopky =}
‘\1-) @ @ h-'FL T ——
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4. Example for Allow

account/Click Allow H5Look Down Tool
Access, the tool will T — e
. Alered —
display the entered AUTHORITY SYSTEM
R ad Lsers
account in the allowed,

. mﬁ&mwmﬂm Haalth Sendice
then click Apply, Make Change H:r\ledf-mes-a-‘_l:.-‘ér

sure that the tool
displayed Change
Applied Successfully

message then you can
exit. Please Enter Account @ | “NT AUTHORITY|SYSTEM®

’“"’"""’?-I"Ju DeryAccass | | Femove From A/D Aoy 5_!;!‘ Ed
Ve tdorata €
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8 Import Certificate Tool

This Section Describes the tool tab Import Certificate Tool, the tool only run for the
SCOM 2016 Gateways, Management Server and Agents.

Graphical Interface

1. Once you click Import
Certificate Tool tab, the
tool will opened.

= SCOM Dolphin Tools v2.0 -

Please Sebect

agent Clear Cache Tool |

HLoekDown Tool

Import Certificate Tool
kS

vialssd Wivawts £

2. Once you click to Import
Certificate Tool Tab, The
tool will start and you

It SCOM Certificate

@
@
@

Seloct ToslMede [] GWMede [] MEMods [ dipind JIBA Mlicke [ Agpant 5488 blcely [FPoeme 1001 e
need to check the Tool D @ @ @ '
Mode.
Eain
Tool Modes:
@ SCOM 2016 Gateway Mode ---- > Only Run on the SCOM 2016 Gateways.

SCOM 2016 Management Servers Mode ---- > Run Only On the SCOM 2016
Management Servers.

SCOM 2016 32Bit Agents Mode ----- > Run Only On the SCOM 32Bit Agents.
SCOM 2016 64Bit Agents Mode ----- > Run Only On the SCOM 2016 64Bit Agents.
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3. Example Select the GW
Mode The tool will check
for the MOMCertImport oo 1 o e
tool, then Select the ke e
Root Certificate for your
CA server, Select the

Impaort SO0M Cartificale

Fagerst Coviaficaiy Path [Tre— )

dget Ctdfui il Piidwtitl | dbaidbbin gt Do il Pt “,\EJ

Dedicated Certificate for .

the SCOM Gateway, =

Enter the Certificate e
Password Then Click

Import.

4. The tool will display the
running steps, make
sure that the tool text Satcs Toci Made 3 W bicel
box ended with Message Ract Camtiicatn Pt
“The OpsMgr Connector gt ot Bk

gt SCO0M Certificale

has loaded the specified At Comtficone Paspwind [suveens gt Conthcate Panpwsnd
authentication |
certificate successfully.” =
Then Click Exit .7 —

For The Tool Other modes you can follow the same above steps
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9 Troubleshooting Guide

This Section Describes some of the tools error messages, will be updated soon.

Graphical Interface

If the Agent Clear Cache tool
can start with error,

that mean the SCOM agent M agent doesnt euists Appheation wil not run Please
not installed or you are run
the tool in unsupported b
SCOM version.

Agent Clear Cache Tool SR

If the HSLookDown Tool
started with Error Tool Can't
be found Application Can't W S S T
Run Please Press Exit, that

mean the SCOM agent not
installed or you are run the
tool in unsupported SCOM
version.

HE5Look Down Tool

A Moaaa €
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10 Related Links

1. For HSLockdown by Kevin Holman
https://blogs.technet.microsoft.com/kevinholman/2016/11/04/deploying-scom-2016-
agents-to-domain-controllers-some-assembly-required/

2. For MOMCertimport tool https://technet.microsoft.com/en-
us/library/hh456445(v=sc.12).aspx
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